Unlocking Observability
in WebAssembly
with OpenTelemetry

Caleb Schoepp




About me

e Caleb Schoepp

e Software Engineer @ Fermyon
e Spin maintainer

e Proud Canadian I+J_/ s

e Online @ calebschoepp.com




What we’ll cover today

e A quick introduction to observability and OpenTelemetry

e Three places we can collect telemetry in WebAssembly

e WebAssembly runtime auto instrumentation and its future
e How to emit traces from your WebAssembly components

e Design and progress of the wasi-otel proposal




What is observability ?

e Understand a system from the outside... “&

e By asking arbitrary questions... ?

e Without understanding the inside! &g

e It's all about the unknown unknowns of our complex systems

e Observability = o011y




Why does 011y matter to Wasm?

N




What is OpenTelemetry ?

e Open source observability framework

e OpenTelemetry = OTel

@ OpenTelemetry




What is OpenTelemetry ?

e Standardization and no vendor lock in
e A CNCF project since 2019

‘Q

Telemetry

Credit: cncf.io
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Kubernetes (kubernetes io) 3567 authors
OpenTelemetry {opentelemetry.io) 1591 authors
Argo (argoproj.github.io) 913 authors.
Backstage (backstage.i0) 642 authors
Prometheus (prometheus.io) 512 authors
GRPC (grpe. o) 457 authors

Cilium (cilium io) 454 authors

Envoy (www.envoyproxy.io) 424 authors

Istio (istio.io) 364 authors

Keycloak (keycloak org) 328 authors

Meshery (layer5 io/meshery) 323 authors
Crossplane (crossplane (o) 301 authors

Fluentd (fluentd.org) 284 authors

Dapr (daprlo) 276 authors

NATS (nats.io) 275 authors

Fluid (github.com/fluid-cloudnative) 272 authors
containerd (containerd.io) 268 authors
Kubeflow (kubeflow.org) 243 authors

Knative (knative. dev) 227 authors

KubeVirt (kubevirt io) 226 authors

Falco (falco.org) 192 authors

OpenFeature (openfeature dev) 187 authors

151 more




OTel helps instrument your code to
produce telemetry




Logs

127.0.0.1 - [04/Aug/2024:12:34:56 -0400] "POST /api/vi/login HTTP/1.1" 200 1234
192.168.1.5 - [04/Aug/2024:12:36:12 -0400] "GET /dashboard HTTP/1.1" 200 5678
10.0.0.23 - [04/Aug/2024:12:38:45 -0400] "GET /images/logo.png HTTP/1.1" 200 3456
172.16.254.1 - [04/Aug/2024:12:40:21 -0400] "PUT /api/vl/users/profile HTTP/1.1" 204 0

8.8.8.8 - [04/Aug/2024:12:45:32 -0400] "GET /products?category=electronics HTTP/1.1" 200 8901
203.0.113.7 - [04/Aug/2024:12:47:18 -0400] "GET /about HTTP/1.1" 200 2345

198.51.100.42 - [04/Aug/2024:12:52:30 -0400] "DELETE /api/vl/cart/item/12345 HTTP/1.1" 200 567
157.240.22.35 - [04/Aug/2024:12:58:11 -0400] "POST /api/vi/orders HTTP/1.1" 201 4321
104.198.14.52 - [04/Aug/2024:13:01:45 -0400] "GET /support/faq HTTP/1.1" 200 6789

45.33.32.156 - [04/Aug/2024:13:05:03 -0400] "PATCH /api/vl/settings HTTP/1.1" 200 890




Metrics

P

avg:system.cpu.user{*}

25
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B avg:system.cpu.user{*}




Traces

H client
I [api
/authN /payment Gateway /dispatch
/authZ m DB Ext. Merchant /dispatch/search
/poll
/poll
[poll

/pollDriver/{id}

Credit: opentelemetry.io m .




Distributed Tracing

Unique ID — {context} Time
_____________________________ N
Edge service l — A g
A
B
{context} \/ kome’(t}
Trace C Spans
B E
{context} \/ \/{context} D
C D L e 1

Credit: logz.io M .




2" Tracing will be our focus .




OTel helps collect, process, and
forward your telemetry




Via the OTel Collector
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5 OTel meet Wasm ©




Three places we can collect telemetry

WebAssembly Component

do:something

| S|

Inter-guest telemetry Q

| —

do:something

Intra-guest telemetry WebAssembly Component
wasi:keyvalue wasi:http
1
| S|
Host-guest telemetry < >
1
| I |
wasi:keyvalue wasi:http

WebAssembly Host




Wasm runtimes can give us auto
instrumentation

WebAssembly Component

wasi:keyvalue wasi:http
1
| |
Host-guest telemetry ( >
1
L1
wasi:keyvalue wasi:http

WebAssembly Host




What is Spin?

e Open source tool for serverless WebAssembly
e A CNCF Sandbox project
e spin new ] spin build £ spin up

O sPIN




&4 Demo L




Inter-guest telemetry is runtime dependent

WebAssembly Component

do:something

—

Inter-guest telemetry Q

L1
do:something

WebAssembly Component

wasi:keyvalue wasi:http
1
| S
1
L
wasi:keyvalue wasi:http

WebAssembly Host




Dynamically composed components

WebAssembly Component

do:something

1

Inter-guest telemetry

|
do:something

WebAssembly Component

wasi:keyvalue wasi:http
1
| S
Host-guest telemetry C >
1
I
wasi:keyvalue wasi:http

WebAssembly Host




Statically composed components

do:something

Inter-guest telemetry I

do:something

WebAssembly Component

wasi:keyvalue wasi:http
1
| S
Host-guest telemetry < >
1
| —
wasi:keyvalue wasi:http

WebAssembly Host




Statically composed components

WebAssembly Component

do:something

Inter-guest telemetry

do:something

WebAssembly Component

wasi:keyvalue wasi:http
1
|
Host-guest telemetry C >
1
I
wasi:keyvalue wasi:http

WebAssembly Host




Wasm runtime auto instrumentation

e No effort required from developer

e Cross-language

e A bright future with inter-guest telemetry
e Not customizable by the developer )¢




Let's emit traces from the component

WebAssembly Component

do:something

—

| I—

do:something

Intra-guest telemetry

WebAssembly Component

wasi:keyvalue wasi:http
1
| S
1
L
wasi:keyvalue wasi:http

WebAssembly Host




First we must understand tracing
instrumentation

Your Program

( Export spans —| Span Exporter |—— Export spans ——> ".
Tracer Provider Span Processor
|

1

Creates On start On end
Provides Pulled from Trace
Tracer Creates — Span — = Propagator — E—
span context request Context




The OTel specification

# Tracing API | OpenTelemetry X

25 opentelemetry.io/docs/specs/otel/trace/api/

‘%penTelemetry Docs Ecosystem Status Community Training Blog English~ %~ Q Search this site...
A4

Docs Docs | Specs / OTel 1.42.0 / Trace / API

Tracing API

What is OpenTelemetry?

v

Getting Started

v

Concepts Status: Stable, except where otherwise specified

» Demo
The Tracing API consists of these main components:

v

Language APIs & SDKs

» Platforms e TracerProvider is the entry point of the API. It provides access to
» Zero-code Tracer s.
Instrumentation » Tracer is responsible for creating Span s.
» Collector ¢ Span is the API to trace an operation.
» Migration
¥ Specs

Data types

v OTel 1.42.0 While languages and platforms have different ways of representing data, this
section defines some generic requirements for this API.

Status

Overview

» Baggage
Time

Client Design




We have two options for intra- guest telemetry

WebAssembly Component

do:something

—

 I—

do:something

Intra-guest telemetry

WebAssembly Component

wasi:keyvalue wasi:http
1
| S
1
L
wasi:keyvalue wasi:http

WebAssembly Host




Option #1
Standard HTTP exporter
backed by wasi-http




Standard HTTP exporter backed by wasi-http

WebAssembly Host

wasi:http Export spans

/r

Export spans

Your Program

— Export spans —>[E)ELRRMS LI gd-1d ‘
Tracer Provider Span Processor
N
Creates On start On end
Provides Pulled from Trace
Tracer Creates —— Span S — Propagator <mm— —_—
span context request Context




Standard HTTP exporter backed by wasi-http

wasitel module - go.wasmc!

> G @ pkg.go.dev/go / ion-readme A4 @ © O & w
%Go wasitel  moaue | O Version: v0.0.1 | Published: Nov 11,2024 | License: Apache-2.0

Jump to OpenTelemetry Exporter for WebAssembly Components

README ['IMPORTANT]

This requires TinyGo 0.35.0 (current dev branch) in order to compile.
Examples:

Acknowledgements wasitel providesa wasi:http -based OpenTelemetry Go exporter implementation.

Directories Examples:
To be added.

Acknowledgements

The wasiteltrace/internal/convert code has been adapted from opentelemetry-go 's internal packages, please see the code
itself for the upstream soure references.

The wasiteltrace/internal/types code has been adapted from opentelemetry-proto-go 's generated protobufs, please see
the code itself for the upstream source references.

Collapse »

[ Directories Show internal  Expand all

» wasiteltrace

e ————————————————

Credit: WasmCloud community members Joonas Bergius and Lucas Fontes




Standard HTTP exporter backed by wasi-http

e Using an HTTP exporter is familiar ['4

e Still have to do some work to back it with wasi-http )¢




Standard HTTP exporter backed by wasi-http

e Can't get the parent trace context in non-http components )¢

my_channel receive

execute_wasm_component foo

intra_guest_span x

intra_guest_span




Standard HTTP exporter backed by wasi-http

e Can't associate host operations with trace )¢

I GET /

I execute_wasm_component foo
intra_guest_span

I wasi:kv open > I wasi:kv set

I wasi:kv open I wasi:kv set




Option #2
A special WASI processor
backed by wasi-otel




Special WASI Processor backed by wasi-otel

WebAssembly Host

Your Program

Tracer Provider

Creates

Tracer

Creates ——

wasi:otel

T 1

On start On end

Span Processor

[

On start On end

Span

Export spans|

Propagator |

Provides
< — Propagator
span context
T

Pulled from host context

wasi:otel

Pulled from
request

L

Trace
Context




wasi-otel

- el i

< (€] 25 github.com/calebschoepp/wasi-otel

= Q # calebschoepp / wasi-otel Q Type (/] to search

ﬂ calebschoepp Merge pull request #2 fr... @ X  885283c-lastweek {0 5 Commits

B .github/workflows Initial commit 2 months ago

Wn test Initial commit 2 months ago
o wit Update the README more and us... last week
&3 LICENSE.md Initial commit 2 months ago
© README.md Update the README more and us... last week
#+ imports.md Initial commit 2 months ago

A @ © O & w

+- 0 n e 6

8 ~

<> Code ( Issues I Pullrequests (®» Actions [ Projects [ Wiki 3 Settings
ﬁ wasi-otel Public P Pin & Unwatch v % Fork 0 - Y7 Star 0 v
generated from WebAssembly/wasi-proposal-template
# main ~ ¥ © Q Go tofile t o+ OpenTelemetry API for WASI b
1 Readme

&8 View license
A~ Activity

Y¢ O stars

<&® 1watching
% 0 forks

e ——————————————




wasi-otel

interface tracing {
/// Called when a span is started.
on-start: func(context: span-context);

/// Called when a span is ended.
on-end: func(span: span-data);

/// Returns the span context of the host.
outer-span-context: func() — span-context;




opentelemetry-wasi

- B _

€ > O 25 github.com/calebschoepp/opentelemetry-wasi = % Q@ ©® o1 w ¢
.
= Q @ calebschoepp / opentelemetry-wasi Q Type (7)to search 8 - + ~ OIS Q
<> Code (© Issues I Pullrequests () Actions [ Projects [ Wiki £ Settings
a opente'emetry-wasi Public s Pin & Unwatch 1 ~ % Fork 0 - Yy Star 2 -

¥ main ~ ¥ © Q Gotofile G 5P Libraries to enable using ]
OpenTelemetry within WebAssembly

. . components backed by WASI OTel
@) calebschoepp Add a little bit of docs @m €902513 - last week %) 16 Commits P Y

01 Readme
B .vscode Refator this repo completely to re... 3 weeks ago A Activity
m go Refator this repo completely to re... 3 weeks ago W 2 stars

® 1watching
B9 rust Add a little bit of docs last week

% 0 forks
B ts Support dropped counts last week

Languages
W wit Support dropped counts last week guag

e
.gitignore Refator this repo completely to re... 3 weeks ago Rust 78.9%  ® TypeScript 16.5%

JavaScript 4.6%
README.md Refator this repo completely to re... 3 weeks ago

e —————————————————————




&4 Demo L




wasi-otel vs wasi-obhserve

- WebAssembIY/waSi_Observe x_

« > C 25 github.com/WebAssembly/wasi-observe (K « ¢ @ @ D | w .
= O M WebAssembly / wasi-observe Q Type (/] to search S ~ + - O 1 & “
<> Code (© Issues 3 1 Pullrequests ©)) Discussions () Actions [ Projects 83 Settings
m wasi-observe  Public 7 Edit Pins ~ ® Unwatch 13~ % Fork 6 - Starred 17 -

# main ~ P O Q Go to file t)|| + Observability World for WASI 3
[ Readme

@) calebschoepp Merge pull request#1... @3 8c2d979 - 2 weeks ago O 65 Commits & View license

@& Code of conduct

B _github/workflows feat(wit): Propose WIT for tracing 6 months ago
A~ Activity
B8 meetings Merge pull request #22 from caleb... 2 months ago &) Custom properties
W test Initial commit 4 years ago ¢ 17 stars
) & 13 watching
W wit Small changes 6 months ago % 6 forks
EJ LICENSE.md add LICENSE.md, following the W3... 2 years ago

e —— e




Next steps for wasi-otel

e Drive wasi-otel through the WASI Subgroup phase process &

e Involve the OpenTelemetry community in the design @

e Implement wasi-otel support in more Wasm runtimes than Spin

e Implement opentelemetry-wasi SDKs in more languages than Rust =
e Design metrics and logs support for wasi-otel ./

e Play around with it as end user




Chat on Zulip

R

Get involved!

Or come talk to me

£

Thank you to everyone who contributed to this work!
Especially Shekar Bommas, Victor Adossi, and Lann Martin.




